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Abstract 

Artificial intelligence (AI) has emerged as a key technology for improving smart home security and energy 

efficiency. This study aims to systematically review AI-driven approaches in smart home environments. The review 

follows the PRISMA 2020 framework and uses the Scopus and Web of Science databases, resulting in 2,429 records, 

of which 60 studies published between 2021 and 2025 meet the inclusion criteria. The findings indicate that AI 

significantly enhances smart home performance through automation, energy optimization, anomaly detection, 

intrusion prevention, and predictive decision-making. Machine learning and deep learning are the most frequently 

adopted techniques, while reinforcement learning and hybrid AI models demonstrate strong capabilities for adaptive 

control and energy management. The review also identifies challenges related to data quality, model interpretability, 

privacy, and real-world implementation. Overall, AI plays a vital role in developing secure, intelligent, and energy-

efficient smart home systems that contribute to sustainable urban living and smart city development. 
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1. Introduction 

The rapid advancement of artificial intelligence (AI) has also extended beyond smart home applications to other critical 

domains, including cloud-based healthcare cybersecurity and intelligent agricultural monitoring [1-2]. These applications 

demonstrate the scalability and adaptability of advanced AI techniques for security, automation, and real-time decision support. 

Smart home technologies have evolved considerably with advancements in AI, the internet of things (IoT), cloud computing, 

and wireless communication technologies. A smart home refers to a residential environment equipped with interconnected 

devices and intelligent systems that collect, process, and exchange data to automate household operations and support informed 

decision-making [3]. These systems facilitate the management of lighting, heating, ventilation, air conditioning, security, and 

entertainment services while improving user convenience, comfort, and quality of life [4]. Increasing concerns regarding 

sustainability, energy conservation, and residential security have further accelerated the adoption of smart home technologies, 

positioning them as a fundamental component of intelligent and sustainable living environments [5]. 
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Recent developments in IoT infrastructures have transformed conventional homes into intelligent environments capable 

of real-time monitoring, predictive control, and adaptive automation [6-7]. Smart homes contribute not only to user comfort 

and convenience but also to enhanced energy efficiency and improved resource utilization. Furthermore, the integration of 

emerging technologies such as AI, blockchain, augmented reality, and ubiquitous computing has expanded the capabilities of 

smart home systems beyond traditional automation [8-9]. Among these technologies, AI plays a particularly important role by 

enabling intelligent decision-making, predictive analytics, behavioral learning, and autonomous system adaptation. 

Consequently, AI-driven smart home solutions have attracted significant attention from both researchers and practitioners 

seeking to improve security, operational efficiency, and sustainability [10]. 

One of the primary objectives of smart home systems is to optimize energy consumption while maintaining user comfort 

and operational efficiency [11]. As urbanization and energy demands continue to increase, smart homes provide practical 

solutions through intelligent energy management, predictive control mechanisms, and adaptive automation [12-13]. However, 

the growing interconnectedness of smart home devices also introduces significant challenges, including cyberattacks, 

unauthorized access, privacy violations, and communication vulnerabilities [14-15]. Addressing these challenges requires 

intelligent security mechanisms capable of detecting threats, adapting to changing conditions, and responding autonomously. 

AI techniques are particularly valuable in this context because of their ability to learn from data, recognize patterns, and make 

informed decisions with minimal human intervention [16-17]. 

Several review studies have examined smart home technologies from various perspectives, including IoT-based 

automation, energy management, security, privacy protection, decision-making algorithms, and user adoption [18-20]. These 

studies have provided valuable insights into the development of smart home ecosystems and their supporting technologies. 

Nevertheless, most existing reviews focus on individual application domains or specific technologies without providing a 

comprehensive assessment of how AI techniques collectively contribute to both smart home security and energy efficiency 

[21-22]. Furthermore, recent advances involving deep learning (DL), reinforcement learning (RL), artificial neural networks 

(ANNs), natural language processing (NLP), computer vision (CV), and hybrid AI models remain insufficiently synthesized 

within a unified smart home context [23-25]. 

Despite the growing body of literature, several important research gaps remain. Existing studies frequently investigate 

security enhancement, energy management, or individual AI techniques independently, resulting in limited understanding of 

how multiple AI approaches can be integrated to address security and efficiency challenges [25-28]. In addition, many review 

studies do not clearly distinguish AI-driven solutions from conventional automation systems, thereby limiting an understanding 

of the unique contributions of intelligent technologies. Emerging approaches such as hybrid AI models, explainable AI, NLP, 

and CV also remain insufficiently explored in smart home environments [29-31]. Consequently, there is a need for a 

comprehensive and up-to-date synthesis of AI-driven approaches for enhancing smart home security and energy efficiency. 

To address these research gaps, this study conducts a systematic literature review (SLR) following the PRISMA 2020 

framework to examine the application of AI techniques in smart home environments. Specifically, the review investigates the 

use of ML, DL, RL, ANNs, NLP, CV, and hybrid AI models for improving smart home security and energy efficiency. The 

review further identifies emerging research trends, technological challenges, and future research opportunities while ensuring 

methodological rigor through a structured and transparent review process. 

Unlike previous review studies, this review provides a unified synthesis of AI-driven approaches that address smart home 

security and energy efficiency rather than treating these domains independently. Furthermore, the review systematically 

compares the capabilities, strengths, limitations, application scenarios, and practical suitability of ML, DL, RL, NLP, CV, and 

hybrid AI models within a single analytical framework. In addition, this study synthesizes recent evidence published between 

2021 and 2025 using the PRISMA 2020 methodology to identify emerging technological trends, research gaps, implementation 
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challenges, and future research priorities. Consequently, the review extends beyond descriptive summaries by providing an 

integrated perspective that supports researchers and practitioners in selecting appropriate AI techniques for secure, intelligent, 

and energy-efficient smart home systems [17]. The study is guided by the following research questions: 

RQ1. What specific AI techniques are applied to enhance security and energy efficiency in smart homes? 

RQ2. How are AI techniques evaluated in smart home environments, and to what extent do they improve security and 

operational efficiency? 

RQ3. What are the current research trends, existing gaps, and future directions for AI applications in smart home security and 

energy efficiency? 

This study makes four main contributions. First, it provides a systematic review of recent studies published between 2021 

and 2025 on AI applications in smart home security and energy efficiency. Second, it categorizes and synthesizes the use of 

ML, DL, RL, ANNs, NLP, CV, and hybrid AI models within smart home environments. Third, it identifies current research 

trends, technological challenges, and limitations associated with AI-enabled smart home systems. Finally, it identifies future 

research directions and provides practical recommendations to support the development of secure, intelligent, and energy-

efficient smart homes. 

The remainder of this paper is organized as follows. Section 2 presents the related work. Section 3 describes the research 

methodology and review protocol adopted in this study. Section 4 presents and discusses the review findings regarding AI 

techniques used in smart home security and energy efficiency. Section 5 outlines the future research agenda. Finally, Section 

6 presents the conclusions, implications, limitations, and future research directions. 

2. Related Work 

2.1  Artificial intelligence in smart homes 

AI has emerged as a fundamental technology for developing intelligent, adaptive, and autonomous smart home systems. 

AI enables smart homes to process large volumes of data generated by interconnected devices, learn from user behaviors, and 

make intelligent decisions with minimal human intervention [32-34]. Common AI technologies applied in smart home 

environments include ML, DL, ANN, RL, NLP, and CV [32]. 

The integration of AI within smart homes has enhanced system capabilities in areas such as energy management, security 

monitoring, activity recognition, predictive maintenance, and personalized automation [35-36]. Machine learning algorithms 

are widely used for energy consumption forecasting, anomaly detection, and behavioral analysis, while deep learning 

techniques support advanced surveillance, activity recognition, and intrusion detection [37]. Reinforcement learning enables 

adaptive decision-making and intelligent control of household resources, whereas NLP and computer vision facilitate natural 

human-smart home interaction through voice assistants, facial recognition, and visual monitoring systems [20, 23, 26]. 

Recent advances in AI have further evolved smart homes beyond rule-based automation toward intelligent environments 

capable of learning user preferences, adapting to changing conditions, and autonomously optimizing operational performance 

[38-39]. Consequently, AI has become a key enabler of secure, efficient, and sustainable smart home ecosystems, supporting 

both enhanced user experiences and improved resource utilization [40-41]. 

2.2  Analysis of existing review studies 

Several review studies have examined smart home technologies from diverse perspectives, including IoT-enabled 

automation, energy management, security, privacy preservation, blockchain integration, and user adoption. While these 

reviews provide valuable insights into the evolution of smart home systems, their scope is generally restricted to specific 

technologies, application domains, or user-related factors. Table 1 summarizes representative review studies, their primary 
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focus and limitations, and their key distinctions from the present review. Existing reviews have investigated topics such as 

IoT-enabled automation, decision-making algorithms, sensor-based monitoring, blockchain security, and AI-driven 

cybersecurity solutions [17, 29, 42].  

Table 1 Comparison of existing review studies 

Source Type Aim/Focus Identified Limitations 
Key Distinction of the 

Current Study 

[29] Review 

Examines the role of IoT 

in enabling device 

connectivity and 

automation across 

multiple domains. 

Focuses primarily on IoT 

technologies with limited 

discussion of AI techniques; 

does not examine the 

relationship between security 

and energy efficiency. 

Provides an integrated 

analysis of AI-driven 

approaches and their 

contributions to both smart 

home security and energy 

efficiency. 

[17] 

Systematic 

Literature 

Review 

Reviews decision-

making algorithms used 

in smart home 

environments. 

Restricted to decision-making 

methods and lacks coverage of 

emerging AI approaches such as 

deep learning (DL), 

reinforcement learning (RL), and 

hybrid models. 

Evaluates a broader spectrum 

of AI techniques, including 

ML, DL, RL, ANNs, NLP, 

CV, and hybrid models. 

[30] Review 

Investigates passive 

infrared (PIR) sensor 

applications in smart 

buildings. 

Limited to a single sensing 

technology and does not provide 

comparative analysis of AI 

techniques or system-level 

applications. 

Examines multiple AI 

approaches across diverse 

smart home applications and 

operational domains. 

[10] 
Scientometric 

Analysis 

Maps research trends 

and publication patterns 

in smart home studies. 

Provides bibliometric insights 

but lacks technical evaluation of 

AI techniques and their practical 

applications. 

Offers qualitative, 

comparative, and application-

oriented analysis of AI 

methods in smart homes. 

[43] 
Literature 

Review 

Examines blockchain-

based approaches for 

securing IoT-enabled 

smart homes. 

Primarily focuses on blockchain 

technologies with limited 

integration of AI methods. 

Investigates AI-driven 

solutions and the role of 

hybrid approaches in smart 

home applications. 

[42] 

Systematic 

Literature 

Review 

Reviews smart home 

services, adoption 

factors, and user 

perspectives. 

Emphasizes user perception and 

adoption while providing limited 

technical analysis of AI models. 

Focuses on the technical 

application and effectiveness 

of AI techniques for security 

and energy management. 

[44] 

Systematic 

Literature 

Review 

Reviews AI applications 

in system security 

assurance. 

Addresses general cybersecurity 

contexts without focusing on 

smart homes or energy 

efficiency applications. 

Specifically investigates AI 

applications within smart 

home environments, 

integrating security and 

efficiency perspectives. 

[45] 

Systematic 

Review / Meta-

study 

Explores smart home 

security, IoT 

technologies, and user 

perception. 

Limited technical comparison of 

AI approaches and insufficient 

evaluation of their effectiveness. 

Provides a detailed 

comparison of AI techniques, 

their applications, strengths, 

limitations, and performance 

outcomes. 

[46] 

Systematic 

Literature 

Review 

Reviews AI-driven 

home security systems 

and IoT integration. 

Concentrates mainly on security 

applications and provides limited 

discussion of energy efficiency 

and comparative AI analysis. 

Integrates both security and 

energy efficiency dimensions 

while identifying emerging 

trends, challenges, and future 

research directions. 

However, most focus primarily on either security or energy management, with limited attention to how different AI 

techniques collectively support both objectives. Moreover, emerging AI approaches, including hybrid AI models, explainable 

AI, federated learning, natural language processing (NLP), and computer vision, remain insufficiently explored in previous 

reviews. Existing studies also provide limited comparative evaluations of AI techniques based on their strengths, limitations, 

real-world applicability, and deployment challenges. Consequently, a comprehensive and up-to-date synthesis is needed to 

critically compare AI techniques and provide a holistic understanding of their contributions to enhancing smart home security 

and energy efficiency. 
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Although several previous reviews have discussed smart home technologies, closer examination reveals important 

differences from the present study. Reviews such as [45] primarily emphasize smart home security and user-related 

perspectives, whereas [46] focuses predominantly on AI-enabled security systems and IoT integration. In contrast, the present 

review synthesizes AI applications for both security and energy efficiency while providing a comparative evaluation of 

different AI techniques, including ML, DL, RL, NLP, CV, and hybrid models. Furthermore, this review extends previous work 

by examining emerging research trends, implementation challenges, and future research priorities based exclusively on recent 

studies published between 2021 and 2025. 

2.3  Research gap summary 

Based on the analysis of existing review studies, several research gaps emerge. First, previous reviews generally focus on 

individual technologies, application domains, or user-centric perspectives rather than providing a holistic evaluation of AI 

techniques for both security and energy efficiency. Second, limited attention has been given to the integration of multiple AI 

approaches within a unified smart home framework. Third, emerging techniques such as hybrid AI models, NLP, Computer 

Vision, federated learning, and explainable AI remain insufficiently explored. Finally, there is a lack of recent systematic 

reviews that comprehensively synthesize developments published between 2021 and 2025. 

To address these limitations, the present study provides a systematic and up-to-date review of AI-driven approaches for 

enhancing smart home security and energy efficiency. By examining a broad range of AI techniques and comparing their 

applications, strengths, limitations, and emerging trends, this study contributes a comprehensive understanding of the current 

state of research and identifies future directions for AI-enabled smart home systems. 

3. Methodology 

In accordance with the PRISMA 2020 guidelines [47], this study conducts a systematic literature review (SLR). The main 

objective of the review protocol is to minimize potential bias and ensure the reliability and accuracy of the study as shown in 

the study of [48]. Systematic reviews serve a vital role by performing several key functions. They can address gaps that 

individual studies may overlook, identify limitations in existing research that require attention in future investigations, help 

develop or test theories explaining phenomena, and provide comprehensive summaries of the current knowledge in a given 

field to inform future research [47].  

3.1  Search strategy 

A comprehensive literature review was conducted in the article titles, abstracts, and keywords across two major databases: 

Web of Science and Scopus. These databases were chosen because of their broad coverage of high-impact and high-quality 

scholarly articles [49], with many top-tier publications from other sources also available within them. Specific keywords were 

strategically chosen to identify relevant publications on the application of AI techniques in smart home environments in 

accordance with the study objectives. The search used the following combinations of terms: (“smart home” OR “intelligent 

home” OR “home automation” OR “smart building”) AND (“artificial intelligence” OR “machine learning” OR “deep learning” 

OR “neural network” OR “reinforcement learning” OR “fuzzy logic” OR “computer vision”) AND (“energy efficiency” OR 

“home efficiency” OR “energy management” OR “resource optimization” OR “performance improvement” OR “sustainability” 

OR “security” OR “cybersecurity” OR “intrusion detection” OR “data privacy” OR “access control”). 

3.2  Study selection process 

To identify studies relevant to the research objectives, the screening process was conducted independently by two authors. 

Any disagreements regarding study eligibility were resolved through discussion with the third author until consensus was 

reached. The initial search identified 2,429 records, including 2,193 records from Scopus and 236 records from Web of Science. 
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After removing 59 duplicate records, 2,370 studies remained for title and abstract screening. Subsequently, 1,995 records were 

excluded, leaving 375 studies for full-text assessment. However, five articles could not be retrieved, leaving 370 studies for 

further evaluation. Following a detailed eligibility review, 307 studies were excluded because they did not satisfy the inclusion 

criteria. This process yielded 63 potentially relevant studies. Finally, three studies were excluded because they did not apply 

any AI techniques, resulting in a final sample of 60 eligible studies included in the review, as illustrated in Fig. 1. 

 

Fig. 1 PRISMA flowchart of the detailed screening strategy for identified studies 

3.3  Inclusion and exclusion criteria 

In order to ensure the relevance, consistency, and quality of the selected studies, predefined inclusion and exclusion 

criteria were developed and consistently applied throughout the screening process. Only peer-reviewed studies that met the 

objectives of this review were considered. The inclusion criteria were as follows: (i) Within the past 5 years, i.e., between 2021 

and 2025, to ensure that the studies are as recent as possible; (ii) The studies are written in English; (iii) The studies apply 

artificial intelligence techniques directly to smart home environments; (iv) The studies present original research findings, 

which are published in journals or conference proceedings; and (v) the full text of the study is accessible. The exclusion criteria 

were used at various levels of the screening.  

The exclusion criteria included: (i) the studies were not in English; (ii) the studies were published before 2021; (iii) the 

studies did not involve AI-based methods; (iv) the studies were not related to smart homes; (v) the studies were found in both 

databases; (vi) the studies are review papers, short papers, or editorials; or (vii) the full text could not be accessed. These 

criteria were applied during the identification, screening, and eligibility phases of the PRISMA process. Table 2 represents a 

summary of the inclusion and exclusion results. 

Table 2 Study inclusion and exclusion criteria 

Inclusion Criteria Exclusion Criteria 

Published in English Not published in English 

Published between 2021-2025 Published before 2021 

Based on AI techniques in smart home Without AI technique; duplicate and review studies 

Answers one of the research questions Short article 

Journal, conference paper Book chapter, review and editorial notes 
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3.4  Data extraction 

To minimize bias and ensure consistency, data extraction was performed independently by two researchers after the final 

study selection. A structured Microsoft Excel spreadsheet was developed to systematically code and manage the extracted 

information from each study. The spreadsheet captured key information, including author(s), publication year, study title, AI 

techniques applied, application domain, country of study, main findings, and identified limitations. All selected studies were 

carefully reviewed, and relevant data were recorded in a standardized manner to ensure accuracy and completeness. The 

extracted information was subsequently analyzed and synthesized to address the research questions and identify patterns, trends, 

challenges, and future research opportunities. This systematic data extraction process enhanced the reliability, transparency, 

and reproducibility of the review while maintaining consistency with established systematic review practices. 

3.5  Quality assessment 

To ensure the credibility, relevance, and methodological rigor of the included studies, a structured qualitative quality 

assessment was conducted following established systematic literature review guidelines [48]. The assessment aimed to 

evaluate the suitability of each study for addressing the research objectives while minimizing the inclusion of low-quality or 

irrelevant evidence, as summarized in Table 3. Five quality criteria were applied: (i) clarity of research objectives, (ii) relevance 

to artificial intelligence applications in smart homes, (iii) appropriateness of the research methodology, (iv) adequacy of 

validation or evaluation procedures, and (v) transparency in reporting results and findings. Each criterion was scored as 1 if 

fully satisfied and 0 otherwise, yielding a maximum score of 5 per study. Only studies scoring 3 or above were retained for 

the final synthesis. The assessment emphasized the description of AI techniques, dataset suitability, robustness of validation 

methods, reproducibility of the research, and the practical implications for smart home security and energy efficiency. Greater 

weight was given to studies validated through simulations, experimental evaluations, real-world implementations, or 

benchmark datasets, which provide stronger empirical evidence than studies with limited validation. Reproducibility was 

further assessed by examining the clarity of algorithm descriptions, experimental procedures, and performance metrics.  

Table 3 Quality assessment criteria 

Criterion Description Score 

QA1 Research objectives are clearly stated 1 = Yes, 0 = No 

QA2 Study directly applies AI techniques in smart home environments 1 = Yes, 0 = No 

QA3 Research methodology is appropriate and clearly described 1 = Yes, 0 = No 

QA4 Validation or evaluation methods are adequately reported 1 = Yes, 0 = No 

QA5 Results and findings are clearly presented and discussed 1 = Yes, 0 = No 

Since all included publications were peer-reviewed journal articles or conference papers, the overall quality of the 

evidence base was considered satisfactory. Using the five predefined criteria in Table 3, each of the 60 included studies 

received a quality score ranging from 3 to 5. All studies achieved the minimum threshold score of 3, confirming that the 

synthesized evidence was methodologically sound and suitable for inclusion in the review. This quality assessment 

strengthened the reliability and credibility of the review findings by ensuring that only relevant, rigorous, and high-quality 

studies informed the analysis. The detailed quality assessment results for all included studies are presented in Appendix A. 

4. Results and Discussion 

This section provides an overview of the key characteristics of the included studies, focusing on their distribution by year 

of publication and country of origin. 

4.1  Study characteristics 

4.1.1  Annual trend 

Fig. 2 illustrates the annual distribution of publications from 2021 to 2025 (n = 60), revealing a fluctuating publication 

trend with a notable increase in 2024. The number of publications remained stable at 13 studies in both 2021 and 2022, 
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indicating sustained scholarly interest and the gradual consolidation of research in this area. A noticeable decline was observed 

in 2023, with only 8 publications. However, this reduction may reflect a transitional phase characterized by methodological 

refinement, critical evaluation, or interdisciplinary integration rather than a decline in research interest. Research output 

increased substantially in 2024, reaching a peak of 18 publications. This surge suggests renewed academic attention and may 

indicate the growing maturity of the field, driven by technological advancements, increased research funding, and rising 

practical demand for intelligent smart home solutions. Preliminary data for 2025 show 8 publications, although this figure may 

increase as additional studies are published throughout the year. Overall, the findings indicate that research activity in this field 

has experienced periodic fluctuations, with 2024 representing a notable peak, rather than demonstrating a consistent year-on-

year increase. This pattern reflects the evolving nature of research in a rapidly developing technological domain. 

 

Fig. 2 Annual publications 

4.1.2  Geographical characteristics 

The geographical distribution of the reviewed studies reveals a concentrated yet globally dispersed research landscape, 

as illustrated in Fig. 3. India (10 publications) and China (9 publications) emerged as the leading contributors, reflecting the 

growing research interest in rapidly developing and highly populated economies where smart home technologies are 

increasingly integrated with urbanization and digital infrastructure initiatives. The United States (6 publications) and the United 

Kingdom (4 publications) also demonstrated notable contributions. Moderate contributions from countries across Europe, the 

Middle East, and Asia further highlight the expanding global interest in artificial intelligence-driven smart home technologies. 

This distribution suggests that research extends across diverse geographical regions rather than being concentrated exclusively 

in a small number of countries. The participation of multiple countries reflects the growing recognition of smart home 

technologies as a means of addressing challenges related to security, energy efficiency, automation, and quality of life. Overall, 

the findings indicate a shift toward a more geographically diversified research landscape, driven by factors such as 

technological innovation, urban development, population growth, and increasing demand for intelligent and sustainable 

residential environments. 

 

Fig. 3 Countries of the included studies 
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4.2  Artificial intelligence techniques used in smart home security and efficiency 

AI has been widely applied to enhance smart home security and energy efficiency by enabling intelligent automation and 

data-driven decision-making. The reviewed studies applied various AI techniques, including ML, DL, RL, NLP, CV, and 

hybrid approaches, to improve security, energy management, predictive analytics, and overall system performance. 

Table 4 AI techniques used 

Technique Frequency Main Applications Key Strengths Main Limitations 

ML 21 

Energy forecasting, 

anomaly detection, user 

behavior analysis 

Computationally efficient; 

suitable for real-time 

prediction 

Requires feature engineering; 

limited for complex data 

RL 12 
Energy management, 

adaptive smart control 

Learns from dynamic 

environments; adaptive 

decision-making 

High training complexity; 

computationally intensive 

Hybrid 11 
Energy forecasting, 

security, optimization 

High predictive accuracy and 

robustness 

High implementation 

complexity 

DL 12 

Surveillance, intrusion 

detection, activity 

recognition 

Excellent performance on 

complex and unstructured data 

Requires large datasets and 

high computational resources 

NLP 2 
Voice interaction, 

intelligent assistants 

Natural and user-friendly 

interaction 

Limited adoption and 

language dependency 

CV 2 
Facial recognition, 

surveillance 

Real-time visual monitoring 

and threat detection 

Privacy concerns and 

sensitivity to environmental 

conditions 

4.2.1  Machine learning (ML) 

Machine learning was the most widely adopted AI technique, appearing in 21 of the reviewed studies (Table 4). Its 

popularity stems from its ability to analyze large volumes of sensor data, identify hidden patterns, and support predictive 

decision-making for energy management, anomaly detection, intrusion detection, and user behavior analysis [50]. ML has 

been widely applied to predict energy consumption, forecast demand, detect abnormal appliance activities, and identify 

potential system failures, thereby improving resource utilization and proactive maintenance [50-52]. For security applications, 

[53] proposed an ML-based anomaly detection framework that strengthens IoT network protection in resource-constrained 

smart homes. Similarly, [54] developed a proactive smart home assistant that predicts user preferences based on environmental 

values, energy costs, and responsibility perceptions, achieving accuracies between 0.67 and 0.82 with F-scores ranging from 

0.66 to 0.74. These findings demonstrate that ML effectively balances predictive performance, computational efficiency, and 

implementation complexity, making it particularly suitable for real-time energy forecasting, anomaly detection, and intelligent 

automation in smart home environments [55]. 

4.2.2  Reinforcement learning (RL) 

Reinforcement learning was identified in 12 of the reviewed studies (Table 4), reflecting its growing importance in 

intelligent smart home applications. Unlike supervised learning, RL learns optimal actions through continuous interaction with 

the environment, making it well-suited for dynamic scenarios involving changing user behavior, energy demand, and 

environmental conditions [56]. By continuously updating control policies based on real-time feedback, RL supports adaptive 

decision-making for energy optimization, personalized indoor environments, and autonomous system control [23, 34, 57, 58]. 

For example, [20] proposed a safe multi-agent RL framework for energy management that improves voltage stability while 

integrating renewable energy sources. Similarly, [59] introduced MAGPIE, an RL-based intrusion detection system that adapts 

to dynamic IoT environments using a probabilistic reward mechanism and clustering-based learning. These studies 

demonstrate that RL is highly effective for adaptive energy management and autonomous control. However, its practical 

deployment remains constrained by high computational requirements and training complexity. 
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4.2.3  Hybrid methods 

Hybrid AI methods, identified in 11 of the reviewed studies (Table 4), combine two or more AI techniques to improve 

prediction accuracy, robustness, and adaptability. By leveraging the complementary strengths of different algorithms, hybrid 

approaches can mitigate the limitations of individual models and support more effective decision-making in smart home 

applications [60, 61]. For example, [62] proposed an integrated framework combining convolutional neural networks (CNNs), 

bidirectional long short-term memory (Bi-LSTM), graph neural networks (GNNs), and transformers for energy load 

forecasting. The model achieved a root mean square error (RMSE) of 5.7532 Wh, a mean absolute percentage error (MAPE) 

of 3.5%, and an R² value of 0.9701, demonstrating the benefits of integrating complementary learning models [63, 64]. 

Similarly, [65] developed a hybrid framework combining CNNs, LSTMs, Bi-LSTMs, and gated recurrent units (GRUs) for 

multi-scale energy forecasting, outperforming conventional neural networks with a mean square error of 0.109. These findings 

indicate that hybrid AI methods generally can improve predictive accuracy and robustness compared to single-model 

approaches, making them well suited for complex smart home security and energy management tasks. However, their 

improved performance is often accompanied by greater implementation complexity and computational requirements. 

4.2.4  Deep learning (DL) 

Deep learning was identified in 12 of the reviewed studies (Table 4), highlighting its growing role in smart home security, 

automation, and energy management. Built on artificial neural networks (ANNs), DL effectively learns complex patterns from 

heterogeneous data, including sensor readings, video streams, and user behavior, making it well-suited for surveillance, activity 

recognition, and intrusion detection [66-69]. For example, [6] proposed a DL-based anomaly detection model that improved 

intrusion detection by integrating feature selection and hyperparameter optimization. Similarly, [70] developed a CNN-based 

security system that achieved an accuracy, recall, and F1-score of 98.67% for real-time motion detection, while [71] introduced 

an ANN-based anomaly detection model that attained 99.51% accuracy on the DS2OS dataset, outperforming traditional 

methods such as logistic regression and support vector machines. Beyond security, [72] applied an ANN-based framework to 

improve the quality of energy consumption data by detecting and correcting missing, redundant, and outlier values. These 

findings suggest that DL can effectively support surveillance, intrusion detection, and intelligent energy management by 

effectively processing complex and unstructured data. However, its practical deployment remains constrained by high 

computational requirements and the need for large training datasets. 

4.2.5  Natural language processing (NLP) 

Although natural language processing was identified in only two of the reviewed studies (Table 4), it plays an important 

role in enabling intuitive human smart home interaction. Through voice commands and conversational interfaces, NLP allows 

users to control security systems, lighting, appliances, and other smart home functions more naturally [31]. It also enhances 

accessibility, personalized interactions, and context-aware responses by adapting to user preferences over time [73]. In addition 

to improving user experience, NLP supports security through voice-based authentication, intelligent notifications, and alert 

systems. Although its adoption remains limited, the reviewed studies indicate considerable potential for developing more 

intelligent, voice-enabled, and context-aware smart home systems, highlighting an important direction for future research. 

4.2.6  Computer vision 

Computer vision was identified in only two of the reviewed studies (Table 4), indicating that it remains an emerging AI 

technique for smart home security. By processing visual data from cameras and surveillance devices in real time, CV enables 

facial recognition, object detection, activity monitoring, and automated threat detection, thereby enhancing situational 

awareness and access control [74]. For example, [75] developed a smart home security system integrating MediaPipe for face 

detection and FaceNet for feature extraction, achieving an accuracy of 80.55%. The system combines Android-based 
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monitoring, ESP8266-enabled door control, and intrusion alerts, providing an intelligent alternative to conventional security 

systems [74]. Although the reviewed studies demonstrate the potential of CV for intelligent surveillance and access control, 

its wider adoption is constrained by challenges related to privacy, environmental conditions, and computational efficiency. 

4.3  Assessment of AI techniques for smart home security and efficiency 

The reviewed studies indicate that the effectiveness of AI techniques depends on application requirements, data 

characteristics, and computational constraints. ML remains the most widely adopted technique because it offers a practical 

balance between predictive performance and computational efficiency. It is particularly effective for energy forecasting, 

anomaly detection, and user behavior analysis, making it suitable for resource-constrained IoT environments [30, 53, 76]. 

However, ML is less effective for processing complex and unstructured data, where advanced feature extraction is required 

[77]. Hybrid AI approaches combine complementary learning models to improve prediction accuracy, robustness, and 

adaptability, thereby showing promising results in energy forecasting, anomaly detection, and integrated smart home 

applications [63, 78]. RL is well suited for adaptive decision-making because it continuously learns from environmental 

feedback to optimize energy management, climate control, and autonomous system behavior [27, 56]. In contrast, DL is 

particularly suitable for perception-oriented tasks, including intrusion detection, activity recognition, and intelligent 

surveillance, owing to its ability to process complex sensor and visual data [70, 79]. However, both RL and DL require 

substantial computational resources and extensive training, limiting their deployment in resource-constrained smart home 

environments. Meanwhile, NLP and CV primarily enhance human–home interaction through voice control, facial recognition, 

and intelligent surveillance [73, 75]. Although these techniques show considerable potential, challenges related to privacy, 

environmental conditions, and computational efficiency remain.  

Overall, no single AI technique is universally optimal for all smart home applications. ML is best suited for predictive 

analytics, DL excels in perception-based applications, RL supports adaptive control, and hybrid approaches generally achieve 

the highest overall performance by combining multiple AI models. Therefore, selecting an appropriate AI technique should 

consider application requirements, computational resources, data availability, and deployment constraints. Table 5 summarizes 

the comparative strengths, limitations, and application areas of the reviewed AI techniques. 

Table 5 Comparison of AI technologies used 

Technique Strengths Limitations Typical Applications 

Machine Learning 
Computationally efficient; 

suitable for real-time prediction 

Requires feature 

engineering; limited for 

complex data 

Energy forecasting, anomaly 

detection, user behavior 

analysis 

Deep Learning 

High predictive accuracy; 

effective for complex and 

unstructured data 

Requires large datasets and 

high computational 

resources 

Surveillance, intrusion 

detection, activity 

recognition 

Reinforcement 

Learning 

Adaptive decision-making in 

dynamic environments 

High training complexity 

and computational cost 

Energy management, 

autonomous control 

Hybrid Methods 
High accuracy and robustness 

through model integration 

High implementation 

complexity 

Energy forecasting, security, 

integrated optimization 

Natural Language 

Processing 
Natural human–device interaction 

Limited adoption; language 

dependency 

Voice control, intelligent 

assistants 

Computer Vision 
Real-time visual monitoring and 

threat detection 

Privacy concerns; sensitive 

to environmental conditions 

Facial recognition, 

surveillance 

4.3.1  Comparative analysis of AI techniques 

A cross-study comparison reveals important differences in the suitability of AI techniques for smart home applications. 

ML remains the most widely adopted approach because it balances predictive performance, computational efficiency, and ease 

of implementation, making it suitable for energy forecasting, anomaly detection, and resource-constrained IoT environments 

[48, 53]. In contrast, DL consistently demonstrated superior performance for perception-oriented tasks, including intrusion 
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detection, activity recognition, and surveillance, with several studies reporting accuracies exceeding 98% [4, 68, 69]. However, 

its practical deployment is constrained by high computational requirements and the need for large training datasets. 

Reinforcement learning (RL) is particularly suitable for adaptive energy management and autonomous control because it 

continuously learns from environmental feedback [18, 57]. Nevertheless, RL requires extensive training and considerable 

computational resources. Hybrid AI approaches often reported improved prediction accuracy and robustness than single-model 

techniques by integrating complementary learning models, although this comes at the cost of increased implementation 

complexity [60–63]. Although NLP and CV appeared less frequently, both showed considerable potential for intelligent 

human-home interaction, surveillance, and access control, while still facing challenges related to privacy, environmental 

conditions, and computational efficiency [29, 72, 73]. Overall, the findings indicate that the choice of AI technique should be 

guided by application requirements, data availability, computational resources, and deployment constraints. 

5. Future Research Agenda 

According to the conclusions of this systematic literature review, there are numerous critical points that should be 

considered to advance academic research and practical applications in this field, as presented in Table 6. Based on the synthesis 

of the reviewed studies, future research directions were prioritized according to their expected scientific impact and practical 

significance. High-priority areas address challenges that directly influence the reliability, trustworthiness, and large-scale 

deployment of AI-enabled smart home systems, whereas medium-priority areas focus on improving model performance, 

standardization, and broader applicability across different contexts. 

Table 6 Future research agenda 

Priority Research Agenda Description 

High 

Empirical Validation of AI 

Models in Real-World Smart 

Homes 

Future studies should prioritize long-term real-world validation of AI models 

across diverse residential environments to evaluate robustness, scalability, 

reliability, and user acceptance beyond controlled experimental settings. 

High 
Ethical and Privacy-Centered 

AI Research 

Future research should develop privacy-preserving AI techniques, including 

federated learning, differential privacy, explainable AI, and transparent 

decision-making frameworks to strengthen user trust and regulatory 

compliance. 

High 
Multi-Agent Reinforcement 

Learning 

Future work should advance decentralized and safe multi-agent reinforcement 

learning for autonomous energy management, renewable energy integration, 

adaptive control, and dynamic decision-making in complex smart home 

environments. 

Medium Hybrid AI Methods 

Further research is needed to optimize hybrid models combining CNNs, 

LSTMs, GRUs, Transformers, and GNNs to improve predictive accuracy, 

computational efficiency, interpretability, and scalability. 

Medium 
Standardization and Cross-

Domain Benchmarks 

Developing standardized datasets, evaluation metrics, benchmark protocols, 

and open-source simulation platforms would improve the reproducibility and 

comparability of AI models across smart home applications. 

Medium 
Underexplored Techniques: 

NLP and Computer Vision 

Future studies should investigate multilingual voice assistants, context-aware 

natural language interaction, and advanced computer vision techniques for 

real-time surveillance, human activity recognition, and intelligent access 

control. 

Medium 
Inclusive and Region-Specific 

Research 

Future research should expand to developing countries and underrepresented 

regions to examine infrastructure constraints, cultural factors, affordability, 

and technology adoption, improving the generalizability of AI-enabled smart 

home solutions. 

To further synthesize the findings, Fig 4 presents a conceptual framework linking the reviewed AI techniques with smart 

home application domains, key implementation challenges, and prioritized future research directions. The framework provides 

an integrated view of how AI can support secure, energy-efficient, and intelligent smart home systems while addressing current 

technological and deployment challenges. 
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Fig. 4 Conceptual framework of AI-driven approaches for smart home security and energy efficiency 

5.1  Practical challenges and future deployment considerations 

Despite the promising performance of AI-driven smart home systems reported in the reviewed studies, several practical 

challenges continue to hinder their large-scale deployment. First, many AI models have been evaluated using benchmark 

datasets or controlled laboratory environments, with limited validation in real-world residential settings. Consequently, future 

studies should emphasize long-term field deployments across diverse households, user behaviors, and environmental 

conditions. Second, privacy and security remain major concerns because smart home applications continuously collect 

sensitive personal data. Emerging privacy-preserving techniques, including federated learning, differential privacy, and secure 

edge computing, offer promising solutions by reducing data sharing while maintaining predictive performance. Furthermore, 

explainable AI should be incorporated to improve transparency, user trust, and regulatory compliance in safety-critical 

applications. Standardized benchmark datasets, common evaluation metrics, and open-source experimental platforms are also 

required to improve reproducibility and facilitate fair comparison among AI techniques. Finally, future AI solutions should 

emphasize computational efficiency, scalability, and interoperability to support deployment on resource-constrained IoT 

devices while ensuring reliable real-time decision-making in practical smart home environments. 

6. Conclusions 

This study presented a systematic literature review of research published between 2021 and 2025 on the application of 

AI in enhancing smart home security, energy efficiency, and operational performance. Following the PRISMA 2020 guidelines, 

60 relevant studies were identified and analyzed to examine the role of ML, DL, RL, ANNs, NLP, CV, and hybrid AI 

approaches in smart home environments. The findings provide a comprehensive overview of current research trends, key 

achievements, and existing challenges associated with AI-driven smart home systems. The main conclusions of this review 

are summarized as follows: 

(1) Machine learning is the most widely adopted AI technique, while deep learning and reinforcement learning are also 

frequently applied to support anomaly detection, intrusion detection, energy consumption forecasting, and user behavior 

analysis. 



Advances in Technology Innovation, vol. x, no. x, 20xx, pp. xx-xx 14 

(2) Deep learning models improve surveillance and security performance by enhancing activity recognition, motion detection, 

and threat identification while reducing false alarms. 

(3) Reinforcement learning enables adaptive and autonomous decision-making, making it suitable for dynamic energy 

management, intelligent control systems, and intrusion prevention in complex smart home environments. 

(4) Hybrid AI models generally outperform single-model approaches, particularly in energy forecasting, optimization, and 

security applications, due to their ability to leverage the strengths of multiple techniques. 

(5) Natural language processing and computer vision contribute to intelligent human-home interaction, supporting voice-

controlled systems, facial recognition, access control, and context-aware automation. 

(6) Several challenges remain unresolved, including limited real-world validation, data availability and quality issues, model 

interpretability, communication reliability, privacy concerns, ethical considerations, and user-centered design 

requirements. 

(7) Future research should focus on large-scale real-world deployment, explainable and privacy-preserving AI models, 

region-specific studies, edge computing integration, and collaboration with industry partners to improve the practical 

adoption and long-term sustainability of AI-enabled smart homes. 

Overall, the findings demonstrate that AI has significant potential to transform smart homes into secure, intelligent, 

adaptive, and energy-efficient living environments. Continued research and real-world implementation efforts are essential to 

fully realize these benefits and address existing limitations. 

6.1  Practical and research implications 

The findings of this review demonstrate that AI-driven approaches have significant potential to enhance smart home 

security, energy efficiency, and user experience. Machine learning, deep learning, and reinforcement learning enable intelligent 

energy management, anomaly detection, adaptive automation, and predictive decision-making. These capabilities can 

contribute to reduced energy consumption, lower operational costs, improved security, and enhanced user comfort. In addition, 

AI facilitates the integration of renewable energy sources through adaptive energy management strategies that respond to 

changing demand and environmental conditions [6, 18, 70, 80]. From a research perspective, the growing adoption of hybrid 

AI models and advanced reinforcement learning techniques provides opportunities to address complex security and energy 

management challenges. Future studies should emphasize explainable AI, privacy-preserving mechanisms, and 

interdisciplinary collaboration among researchers, energy specialists, cybersecurity experts, and industry practitioners. Such 

efforts can support the development of transparent, secure, and sustainable smart home ecosystems. 

6.2  Limitations and future directions 

Despite the significant potential of AI to enhance smart home security and energy efficiency, several challenges remain. 

First, many AI models rely on large volumes of high-quality data, while data scarcity, class imbalance, and limited access to 

real-world datasets continue to affect model performance and generalizability. Future research should therefore investigate 

data-efficient learning approaches, standardized benchmark datasets, and open evaluation frameworks to improve the 

reproducibility and comparability of AI techniques. Second, the limited interpretability of many AI models remains a critical 

challenge, particularly in security and energy management applications where transparency and user trust are essential. 

Consequently, greater emphasis should be placed on explainable AI, privacy-preserving techniques such as federated learning 

and differential privacy, and edge AI to support secure, low-latency, and trustworthy smart home systems. Furthermore, 

although many studies reported promising results, most evaluations were conducted in simulated or controlled environments. 

Future research should prioritize long-term real-world deployments involving diverse households to assess scalability, 

robustness, interoperability, and user acceptance under practical operating conditions. 
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This review also has several methodological limitations. First, the literature search was restricted to English-language 

publications, which may have excluded relevant studies published in other languages. Second, only the Scopus and Web of 

Science databases were considered, potentially omitting relevant studies indexed elsewhere. Third, grey literature, including 

technical reports, dissertations, preprints, and industry publications, was excluded to maintain a focus on peer-reviewed 

evidence. Although these selection criteria enhanced the methodological rigor of the review, they may have reduced the 

comprehensiveness of the evidence base. Future systematic reviews should consider incorporating additional databases, 

multilingual publications, and carefully selected grey literature to provide a broader understanding of AI-driven smart home 

security and energy efficiency. 
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