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Abstract

The objective of this study aims at using the Matlab-Simulink environment and the LabVIEW software
environment to build computer models of a six-dimensional (6D) chaotic dynamic system. For the fixed system’s
parameters, the spectrum of Lyapunov exponents and the Kaplan-York dimension are calculated. The presence of two
positive Lyapunov exponents demonstrates the hyperchaotic behavior of the system. The fractional Kaplan-York
dimension indicates the fractal structure of strange attractors. An active control method is extended to achieve global
chaotic synchronization of two identical novel 6D chaotic systems with unknown system parameters. Based on the
results obtained in Matlab-Simulink and LabVIEW models, a chaotic signal generator for the 6D chaotic system is
implemented in the MultiSim environment. The experimental results show that the chaotic behavior simulation in the
MultiSim environment is similar to those in the Matlab-Simulink and LabVIEW models. The simulation results

demonstrate that the Pecora-Carroll method is a simple way of chaotic masking and signal decoding.

Keywords: chaotic behavior, chaos generator, computer simulation, circuit simulation

1. Introduction

It is well known that dynamic chaos electronic generators are widely used in telecommunication systems [1-2], noise
location systems [3], cryptography [4], neural network systems [5], and other applications. Recently, the design of new
dynamic chaos electronic generators has been rapidly developing. Many circuit solutions are known for the classical equations

of dynamic chaos [6-7].

Two major approaches can be designated for constructing electronic circuits of chaotic oscillators. One is the
implementation of chaotic dynamics at a qualitative level, without requiring an exact formal correspondence to the
equations. Here, simple radio engineering elements are usually used, containing transistors, diodes, etc. The other is the
circuitry reproduction of the nonlinear dynamics equations. Here, it uses elements for analog modeling (integrators,

multipliers, adders, etc.).

The development of new electronic dynamic chaos generators has been accelerating recently. Electronic chaos generators
are based on Rossler equations [8], Rikitake equations [9], modified Lorentz equations [10-13], and Rucklidge equations [14].
Recently, new systems with hyperchaotic oscillations have been developed, such as Liu systems [15-16], Chen systems [17],
and new modifications of the Lorentz equations [18-19] and Rikitake equations [20-22]. The book of Tlelo-Cuautle et al. [23] is
devoted to an overview of chaos generators based on circuit simulation using the MultiSim package. Such systems are
characterized by broadband, orthogonality, and complexity of the chaotic signal structure, as well as strong sensitivity to initial

conditions. These properties determine perspectives for their use for the secure transmission of information.
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In this work, the reproduction approach is applied to the equations of six-dimensional (6D) chaotic dynamics. These
equations were obtained in a study of convection in a nonuniformly rotating electrically conductive fluid in a constant vertical
magnetic field [24]. The derivation of these equations is similar to the Lorentz equations [6], where the representation of
physical fields was used as the expansion of the minimum order Fourier series. However, in contrast to the Lorentz equations
(three-dimensional (3D)), a nonlinear dynamic system of equations that describes the higher phase space dimension (6D) is

obtained [24].

Chaotic systems with an attractor of dimensions above 3D have a much wider practical application. It is preferred to use
chaotic systems of a higher dimension for secure communication. The presence of more than one Lyapunov exponent leads to
more complex chaotic system dynamics, which increases the security of information transmission. In addition, broadband,
orthogonality, and complexity of the chaotic signal structure, as well as strong sensitivity to initial conditions, are the
characteristics of such systems. These features define the opportunities for the application of such systems in secure
information transfer. Therefore, computer simulation of chaotic signals is an important problem, and so does the search for a

circuit implementation of chaotic oscillation generators.

The purpose of this study is to construct computer models of a 6D chaotic dynamic system using the Matlab-Simulink
environment and the LabVIEW software environment. For the circuit implementation of the new chaos generator, the NI
MultiSim package is used, where the chaotic dynamics is illustrated by signal oscillograms and phase portraits of attractors.
This work suggests a scheme for chaotic modulation secure communication based on chaotic synchronization of a new 6D
chaotic system. The proposed chaotic masking and signal decoding scheme is implemented through the analog electronic

circuit, which is characterized by its high accuracy and good robustness.
2. Simulation of Chaotic Dynamics Equations in Matlab-Simulink and LabVIEW

2.1. Basic equations

The following shows the dynamic system of equations describing weakly non-linear convection in a nonuniformly

rotating electrically conductive fluid in a constant magnetic field [24]:

X =-X+RY-TV -HU

V = -V +HW +/Ta(1+ Ro)X
U=-Pm'U+Pr'X

W = —Pm™'W - Pr''V + RoxJTaU
Y=Pr'(-Y+X - XZ)

Z = Pr'(=bZ + XY)

ey

where the dot above the symbol indicates the differentiation with respect to time . X and V are amplitudes of velocity field
disturbances. U and W are amplitudes of magnetic field disturbances. Y and Z are amplitudes of temperature field disturbances.
H,Ta, T, Pm, Pr, Ro, and b are real constants, and R (the Rayleigh number) is a bifurcation parameter. The nonlinear system of
Eq. (1) has the dimension of a 6D phase space. Eq. (1) has a huge variety of multiple behavior modes. More likely, it can realize
all possible transitions to chaos depending on the area of various dimensionless parameter changes. In the work of Kopp et al.
[24], a dynamic analysis of the system in Eq. (1) was performed, and the existence of periodic, quasi-periodic, and chaotic

regimes was proved depending on the values of the Rayleigh number.

Using the values of the parameters 7a = 1080, T=0.1, Pm=1, Pr=10,b=8/3, Ro=-3/4, and H =2, the system in Eq.

(1) can be written in a more convenient form for modeling:
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X, ==x,+ Rx, —2x, —0.1x;
. 1
X, :E(_xz +Xx _x1x3)

2

X, ==x, +—x
4 “Toh

X, =—x; +8.21x, + 2x,

Xy =—x, —24.65x, —%xs

Here, new variables are introduced: x1 = X, x» =Y, x3 =2, x4 = U, x5 = V, and x¢ = W. Eq. (2) is supplemented with initial
conditions [24]: x1(0) = x2(0) = x3(0) = x4(0) = x5(0) = x6(0) = 1. Eq. (2) contains one parameter R, which allows considering a
one-parameter set of solutions. The Rayleigh number R depends on the temperature difference at the boundaries of the
electrically conductive fluid layer. By changing the heating conditions at the boundaries of the fluid layer (the Rayleigh

number), it is possible to study various modes of convective instability.

2.2. Lyapunov exponents and Kaplan-Yorke dimension

One of the important criteria characterizing the chaotic behavior of a nonlinear dynamical system is the spectrum of
Lyapunov exponents. With the help of the Lyapunov exponents, the rate of trajectory convergence or divergence in the phase
space is determined. The presence of at least one positive value in the spectrum of Lyapunov exponents indicates the presence
of chaotic oscillations in the system. The number of Lyapunov exponents corresponds to the dimension of the nonlinear

dynamical system’s phase space. For the system in Eq. (2), the number of such indicators is six.

The method of calculating Lyapunov exponents based on the Benetinn algorithm is used [25-26]. Following the works of
Sandri [27] and Binous et al. [28], the maximum Lyapunov exponent for the system in Eq. (2) is calculated at R = 58 : Lyx =
0.101898. Then, using the Gram-Schmidt orthogonalization, all the Lyapunov exponents are precisely determined as follows:

Ly =0.0988591, L, = 0.0109865, L3 = —0.544226, Ly = —1.00557, Ls = —-1.15581, and L¢ =—1.77091.

It can be seen that the spectrum of Lyapunov exponents has two positive terms (L; and L»), so the system in Eq. (2) shows
hyperchaotic behavior. The maximum Lyapunov exponent of the new hyperchaotic system (Eq. (2)) corresponds to the value
Limax = 0.0988591. The sum of the Lyapunov exponents in Eq. (2) is negative, which shows that the hyperchaotic system (Eq.
(3)) is dissipative.

L+L+L+L+L+L =-436667<0 3)
The Kaplan-York dimension (KYD) of the new hyperchaotic system (Eq. (2)) is calculated as:

Dy =2+57 1 2520184 @)
L, |
This shows the high complexity of the system in Eq. (2). Fig. 1 depicts the dynamics of the Lyapunov exponents of the
hyperchaotic system (Eq. (2)).

A comparison of various chaotic systems with the new chaotic system (Eq. (1) or (2)) is given in Table 1. Table 1 outlines
existing systems, i.e. Lorenz [7] (and the modified [10, 18]), Rossler [8], Rikitake [9] (and the modified [21]), Rucklidge [14],

and Lu [15] compared to a new chaotic system (Eq. (1)).
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Fig. 1 The convergence plot of the Lyapunov spectrum for the system (Eq. (2))

Table 1 A comparison of various chaotic systems with the new chaotic system

Phase space A new chaotic system (Eq. (1))
No. System dimengon KYD Dimension > K:l[D
1 Lorenz [7] 3D 2.062 6D 2.202
2 Rossler [8] 3D 2.013 6D 2.202
3 Rikitake [9] 3D 2.0767 6D 2.202
4 | Modified Lorentz [10] 3D 2.0984 6D 2.202
5 Rucklidge [14] 3D 2.0587 6D 2.202
6 Lu [15] 4D 3.0927 6D 2.202
7 Modified Lorentz [18] 4D 2.2211 6D 2.202
8 | Modified Rikitake [21] 5D 4.0502 6D 2.202

2.3. Adaptive synchronization of the 6D novel hyperchaotic systems with unknown parameters

291

In this section, the adaptive control method is used to derive an adaptive feedback control law for globally

synchronizing identical 6D novel hyperchaotic systems with unknown parameters. The system in Eq. (1) is written in the

following form:

X, =—x, +ax, —bx, —cx
X, =—dx, +dx, —dxx,
X, =—ex, +dxx,

x, =—fx, +dx

Xy =—x, + gx, +bx,

Xy = —fx, +hx, —dx;

(&)
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In Eq. (7), unknown system parameters are determined as follows: a =R, b=H,c=T,d=Pr', e =bPr!, f= Pm’, g=vTa(l
+ Ro), and h = Rov'Ta. The adaptive synchronization of identical 6D novel systems is considered with unknown system parameters.

As the drive (or master) system, the system in Eq. (5) is taken; as the response (or slave) system, the following system is taken:

v, =—y +ay,—by,—cys+u,
Y, =—dy, +dy, —dy,y; +u,
y; =—ey, +dy,y, +u,

Yo =Sy +dy +u,

Vs =—Ys + 8y, + by, +us

Vo ==V +hy, —dys +u

(6)

where y1, y2, ¥3, ¥4, ys5, and ys are the states, and u1, ua, u3, us, us, and us are the controllers to be designed to achieve global chaos
synchronization between the systems in Egs. (5) and (6). The synchronization error between the identical chaotic systems is

defined as &;(t) = y;(t) — x;(t) (i=1, 2, 3,4, 5, and 6). The synchronization error dynamics is obtained as:

& ==& +ag, —bg, —c& +u,

& =—d&, +d& —d(y,y, — xxy) +u,

& =—e +d(yy, —xx,) +u,

: (N
S, =—f&, +dE +u,
965 = _935 +g§1 +b‘§6 +us
fe :_fgs +h§4 —dé U
The adaptive control law is written as follows:
U, = & =a(0E, +bNE, +ENE ~ k¢
u, =AD&, =AD& + ANy, = xx) ~ kg,
uy = 20& = d (3,7, = 3%,) ~ kg, "

u, = f (&, ~d(Dé ~ k&,
ug =& - §(OE —b(E — k&,
Uy = ()& —h(n)E, +d()E, — kL,

where ki, ka, k3, ks, ks, and ke are positive constants controlling the synchronization speed. a(t), b(t), é(t), d(t), é(t), f(t),
g(t), and fl(t) are estimates of the unknown parameters a, b, ¢, d, e, f, g, and h respectively. The parameter estimation errors
are defined by: &,(t) = a —a(t), §(t) = b —b(t), &(t) = c = E(t), §4(8) = d — d(t), & (t) = e — &(t), §(8) = f —
f@, §g(0) =g —g(t),and &,(t) = h — h(t). By substituting Eq. (8) into the error dynamics (Eq. (7)), the following system

is obtained:

fl = é,‘fz _51;‘54 _fafs _k1§1

52 = _gdé:z +§d§l _gd (s _x1x3)_k2§2

& ==C.5+8,(ny, —xx) — k&, 9
54 = _§f§4 +§d§l _k4‘f4 ©)

55 = fgé"l +§b§6 _ksé:s

56 = _§f§6 +§h§4 _é:dé:s _k6§6

Next, the considered quadratic Lyapunov function can be defined by:

1
A=E(Z§;+2;;j ;a=1,234,56;B=abcdef gh (10)
a B
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Eq. (11) is found by taking into account the values of &,(t) = —a(t), &,(t) = —g(t), () = =é(t), &4() = —(j(t),

E,(t) = —é(t), £4(8) = —F(£), £,(t) = =G (D), &, (t) = —h(t), as well as the value of Eq. (10).

dA X A X
E=—kf§f kG I8 kG K~k +E (G~ )+ & (6L, D)+ E (& -0+
Sy (_522 +&(8 +64) =& (3 yy = xx3) + &5(3, ¥, — X, x,) — 858 _‘?)"'ge(_é:sz _é)"' (11

é:f(_fztz_é:g_f)'i"fg(é‘fs _§)+§h(§4§6_£)

From Eq. (11), the parameter update law is obtained as follows: 4 = &,&,, b= —&&,, 6= —§ &, d = —&2 +

§1(&2 +84) — & (1ys — x1x3) + &3 (V12 — X1%2) — &56. é= _fsg’]é = _S(Z - 562’ ﬁ = §1¢s, andfl = £486. Following the

work of Vaidyanathan et al. [20], the main result of this section is presented and proven.

Theorem: The identical novel 6D hyperchaotic systems in Egs. (5) and (6) with unknown system parameters are globally and
exponentially synchronized for all initial conditions by the adaptive control law (Eq. (8)) and the parameter update law, where

ki1, k2, k3, ka, ks, and ke are positive gain constants.

Proof: According to the Lyapunov stability theory, it follows that if A is a positive definite function and dA/dt is a negative
semidefinite function, then the system is consistent and stable at the origin of the equilibrium state. By substituting the

parameter update law into Eq. (11), the time derivative of A is obtained as:

dA
E=—k12512_k12§22_k32§32_kj§j _kszéz_kéé_;z (12)

which is a negative semi-definite function on R®. The synchronization error é(t) and the parameter estimation error are
globally bounded. From Eq. (12) outlined above, Eq. (13) is inferred. Furthermore, by integrating the inequality (Eq. (13))
from O to ¢, Eq. (14) is obtained:

dA
ke < - (13)

k[ |€@ dr<A0)-AW) (14)

where k = min{ki, ks, k3, k4, ks, ke}. Using Barbalat’s lemma [20], it can be concluded that £(t) — 0 exponentially as t — oo
for all initial conditions £(0) € R®. Thus, the active synchronization error system (Eq. (7)) is asymptotically stable at the

origin and the synchronization is effectively realized. This completes the proof.

For numerical simulations, the parameter values of the novel drive system (Eq. (5)) and the novel response system (Eq. (6))
is taken as in the chaotic case: a =58, b=2,¢c=0.1,d=0.1, e =8/30, f= 1, g= 8.21, and h = -24.65. The gain constants are
takenas k;=10fori=1,2, ...... , 6. The initial conditions of the drive system (Eq. (5)) are taking x1(0) = x2(0) = x3(0) = x4(0)
=x5(0) = x6(0) = 1.

The initial values of the response system (Eq. (6)) are chosen as y1(0) = y2(0) = y3(0) = y4(0) = y5(0) = y6(0) = 15. Also, the
initial conditions of the parameter can be estimated as follows: d(t) = 59, b(t) = 2.5, é(t) = 0.15, d(t) = 0.9, é(t) = 0.3,
f(t)=0.9, 8(t) = 8.25, and h(t) = -25. The timing diagrams of x| — y1, X2 — y2, X3 — y3, X4 — Y4, Xs — ys, and x¢ — ys are shown
in Fig. 2 and Fig. 3. Fig. 4 shows the convergence of the synchronization errors &, &,, &3, &4, &5, and &g to zero exponentially

with time.
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2.4. Matlab-Simulink model

20

For the system of differential equations (Eq. (2)), a Matlab-Simulink model based on the implementation of six integrators

is constructed:

3, = [ + Ry, =24, 0.1, )df

1 -
X, = .[(—x4 +Ex1)dt
X, = I (—x, +8.21x, +2x6)df

1
x, = [(x, —24.65%, ~ i

5)
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Fig. 5 The Matlab-Simulink model for Eq. (2)

Fig. 5 shows a diagram of the Matlab-Simulink model, which consists of interconnected amplification blocks, summation
and subtraction, multiplication, integration, and signal recording devices. Simulation data is displayed using the Workspace
blocks. Fig. 6 and Fig. 7 show the results of modeling the equations system (Eq. (2) or (15)) for the parameter R = 58. On the
phase portraits of Fig. 6, one can see the complexity of trajectories, which is the characteristic of strange attractors. Temporal
distributions of the coordinates’ values (x;,(f) = X, x,(£) =Y, x3(f) = Z, x,() = U, x5(£) =V, and x4(f) = W) also have

a complex structure characteristic of chaotic signals (Fig. 7).

Note that a direct implementation of Eq. (2) with an electronic circuit presents one certain difficulty. The dynamic
variables in Eq. (2) occupy a wide dynamic range with values that exceed reasonable power supply limits. The operating
voltage range of operational amplifiers is typically -15 V to +15 V in practical electronic circuits. In the work of Pecora and
Carroll [29], this problem was proposed to be eliminated by a simple variable of the dynamic system transformation. For the
current case, it is necessary to rescale the following variables: x; = 10X1, x5 = 20X5, and x¢ = 10Xs. The rest of variables x> = X,

x3 = X3, and x4 = X4 are simply redesignated. With this scaling, Eq. (3) is transformed to the following form:

X =-X +58X,-02X,-0.2X,
X,=-0.1X,+X - XX,

: 8
X, =——X,+XX,

30 (16)

X, =-X,+X,
X, =-X_ +4.12X +X,
X, =-X,-2465X,-02X_

Note that the two systems in Egs. (2) and (16) are equivalent since the linear transformation does not change the physical
properties of nonlinear systems. The chaotic solutions of Eq. (16) obtained using the Matlab-Simulink model are shown in Fig.
8. From the figure, it can be seen that the range of dynamic variables’ values has significantly decreased compared to the

dynamic variables’ values on the graphs of chaotic solutions.
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2.5. LabVIEW model

Of great interest is the modeling of nonlinear dynamic systems using various software environments, which makes it
possible to demonstrate various informational properties of chaotic oscillations. To simulate a chaotic system (Eq. (16)) and
demonstrate the results, the LabVIEW software environment is used. LabVIEW is a graphical software platform that is now
very widely used in engineering applications [30]. For the development of algorithms in LabVIEW, a visual platform has been
created. Fig. 9 shows a block diagram of the chaotic system (Eq. (16)). This model is created using Control & Simulation
toolbox in LabVIEW. As can be seen from Fig. 9, for modeling differential equations (Eq. (16)), operations of addition,
multiplication, multiplication on a fixed number, and integration are used. Fig. 10 shows a programming interface that displays
these properties of information modeling in the form of phase portraits in the planes X1X>, XoXs, X2X3, X3X4, X3X5, and X1Xs for
the initial conditions X;(0) = X2(0) = X3(0) = X4(0) = X5(0) = Xs(0) = 1. Comparing phase portraits in Fig. 8 and Fig. 10, it can be
seen that the results of modeling in Matlab-Simulink and LabVIEW the chaotic system (Eq. (16)) coincide.

Control & Simulation Loop

~
iy
& 3
Mev!
B

¥

.:I=
o o
gl &

X1%4 Graph X1X5 Graph 1)

H

[} o's i s
X scale

Fig. 10 Phase portraits simulated in LabVIEW

3. An Implementation of Chaotic Circuits with MultiSim

The circuit implementation of chaotic systems is an important task in engineering applications such as secure
communication and random bits generation. It is obvious that the simple circuit implementation of the dynamic equations

system (Eq. (16)) will be composed of six operational amplifiers performing the signal integration function. Dynamic system
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variables are represented by appropriate electrical signals that correspond to instantaneous voltage values U, (1), U, (7), Us(T),

U,(7), Us(7), and Ug(7) on capacitors Cy, C,, C3, C4, Cs, and Cy. In accordance with the laws of Kirchhoff for electrical

circuits, the electrical analog of the system (Eq. (17)) takes the following form:

cdUi_ U Uy Uy Us
dT Rll R12 R13 R14
cdU, _ U, U U,
> dr R, R, R,.K
cdus_ U, UU,
> dr R, R,K
Ui U U,
df R4l R42
v, _ _Us U, Us
’ dT RSI R52 R53
U, _ U, Uy _Us
° dT Rbl R62 R63

a7)

where R;; are resistors (i, j) = 1,2, 3,4, 5, 6; K is a scaling coefficient for the multiplier. The normalized resistor is chosen as

Ry = 10 kQ and the normalized capacitor is chosen as C, = 100 nF. Then, the time constant is equal to t, = RyCy = 1073 s.

The state variables of the system in Eq. (18) are rescaled as follows: U; = UyX,, U, = UyX,, U3 = UpX3, Uy = UpX,, Us =

UoXs, Ug = UgXg, K = UgK', and T = tyt. Hence, Eq. (18) is written in a dimensionless form:

By substituting Ry = 10kQ, C; =C, =C3=C, =C5=C¢ = Cy =100 nF, and K'

C dX, R
C, & R,
C,dX, R
C, d R,
C dX, R
C() dt R}l
C,dX, R
C() dt R4l
C dX, R
C, dt R,
C6 dX 6 _ Ro
C, dt R,

- R - R . R .
X +—2X ——X, ——X
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Rzz RzzK
~ R0 ~ o~
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X, +—2X,
R42
~ R0 ~ R0 ~
X +—2X +—2X,
Rsz R53
X R(l X R(l X
RS

of
2
of
By

©

(18)

= 10 into Eq. (18) and comparing numerical

values before the output voltages of the systems in Eq. (16), the value of electronic circuit resistors is obtained:

ax,
dt

dt

dt

dX,

dx,

10k ~ 10k - 10k -~ 10k
v 1+7X2 s 4_7
10k 1.724k 50k 50k
10k -~ 10k = 10k - -
T AN M2 T AT X1X3
100k 10k 1k-10
10k %+ 10k X,
37.5k k-10
:_%gﬁ%;@
10k 10k
__lok ;. 10k Xﬁﬁiﬁ
10k 2.43k 10k
__ 10k s 10k & 10k &
10k~ ¢ 4.056k * 50k °

5

19)
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The analog circuit of the system in Eq. (19) is designed in a MultiSim environment and presented in Fig. 11. For convenience,
the subsystem SC1 is used for the first three equations (Eq. (19)). The electronic circuit of the subsystem is shown in Fig. 12.
From Fig. 11 and Fig. 12, it can be seen that the circuits are obtained on the basis of operational amplifiers TLO84ACN and
analog multipliers Al and A2 (e.g., AD633 series). Terminals 101, 102, 103, 104, 105, and 106 on the diagram (Fig. 11)
correspond to signal outputs X;, X,, X3, X,, X5, and X,. By connecting a dual-channel oscilloscope to different outputs,
different phase portraits in the MultiSim environment are obtained, which are shown in Fig. 13. From the MultiSim outputs in

Fig. 13, Matlab-Simulink in Fig. 8, and LabVIEW in Fig. 10, it can be noted that the results are similar.

Los4ACN

Fig. 11 The electronic circuit of the chaotic oscillation generator
based on the equation system (Eq. (19))

hh b d Lo =N owa
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Fig. 13 Chaotic phase trajectories displayed in MultiSim oscilloscopes
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Fig. 13 Chaotic phase trajectories displayed in Multisim oscilloscopes (continued)

4. Simulation of Chaotic Masking and Signal Decoding in MultiSim

Fig. 14 shows a block diagram of a simple way of hiding information using a chaotic system (Eq. (3)) [29]. From this
block diagram, it can be seen that the information signal S (e.g., a sinusoidal form) is additively mixed with the chaotic signal
Xi in the adder block (chaotic transmitter) and then transmitted to the receiving device (chaotic receiver). The transmitting
signal M can be mathematically represented as the sum of the signals S and X;: M = § + X;. Synchronization of the
communication system is carried out by establishing the same dynamic operation modes of the transmitting D(Xi, ...... , X6)
and receiving R(Xi,, ...... , Xer) parts of the communication system using the transmitted signal X; generated by the receiving
side. In the receiving part, the chaotic signal is synchronized with the chaotic signal Xi,, and then the information signal is
detected by subtracting the synchronous response X, from the received signal M. As a result, a new signal S, is obtained at the

output. The difference between S and S, represents the error of communication channel £ =S — §..

S
é M
Xl Xlr
X2 XZr
— S
T

X3 X3
T

X4 X4r

XS XS
T

X 6 X6r

chaotic transmitter chaotic receiver

Fig. 14 The block diagram for chaotic secure communication

4.1. Multisim simulation of the chaotic secure communication scheme

Following the work of Xiong et al. [18], a scheme for chaotic modulation secure communication based on chaotic
synchronization of a new 6D chaotic generator is considered. The circuit for chaotic masking and signal decoding is designed

in the Multisim environment, which is shown in Fig. 15.

The left side of the diagram represents the transmitting (transmitter) system, and the right side represents the receiving
system (receiver). The transmitting part consists of a chaos generator GS1, a periodic signal generator GS (frequency 1 kHz,

amplitude 1 V), and a modulator. The electronic circuit of the chaos generator GS1 is shown in Fig. 11 and is realized into an
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insular block for convenience. A similar chaos generator block GS2 is contained in the receiving part, which has identical
characteristics to the GS1 block. The modulator performs the function of signal superposition, which is carried out using an
inverting adder (U1B) and an inverter (U2B). The signal from the modulator is transmitted to the receiving system via a
communication channel (wired or wireless). The operational amplifier (U3B) of the receiving system is made in the form of a
demodulator, which consists of a single-phase adder. Its input is a modulated chaotic signal and a chaotic signal from the GS2
generator. At the output, a signal is obtained from the difference between two chaotic signals. Further, this signal is inverted by
the operational amplifier (U4B) and an information signal is obtained at the output, thus completing the chaotic secure

communication.

15v VSS§1

R29

R30

v2 10kQ
1Vpk
~ J1kHz s
e
10kQ

X =

Xy

GS1 GS2
Fig. 15 The electronic circuit for the secure transmission of information with chaotic masking
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Fig. 16 MultiSim simulation outputs from the XSC1 oscilloscope

The whole process of the proposed chaotic secure communication can be expressed as follows: S(7) is a transmitted
signal and X () is a chaotic signal. Then, at point A, after the operational amplifier U1B in Fig. 15, an additive (mixed) signal

M,(7) is obtained, which is described as:
M ,(7)=S(0)+X(7) (20)
At point B, after the operational amplifier U2B, the output from the inverting adder of the modulation circuit is obtained:

My(7)=-M,(7) =-S(7) - X(7) 2y
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Further, the signal enters the demodulator, which consists of a single-phase adder (operational amplifier U3B) and an
inverter (operational amplifier U4B). After the operational amplifier U3B at point C, the signal consists of the sum of the

inverted signal My and the synchronous signal X, from the receiving generator GS2:
M_(0)=M (0)+X (1) ==S(0) - X (D) + X (1) =-5(7) (22)

After the inverter U4B at point D, the information signal My (7) = M(t) = S(7) is received. Therefore, the receiving
system maintains synchronization with the transmitting system more easily |X, — X|,,_,.. — 0, and the more reliable secure

transmission of information is maintained.

The simulation results of the electronic circuit for chaotic masking in MultiSim are shown in Fig. 16. Using the XSC1
oscilloscope, the temporal diagrams of the input information signal (a sine wave with the amplitude of 1 V and the frequency of
1 kHz) are obtained on channel A (Fig. 16(a)) and receive the information signal at the output channel B (Fig. 16(a)). From the
graphs in Fig. 16(a), it can be seen that the signals coincide very well with each other. Fig. 16(b) shows the temporal diagrams
of chaotic signals obtained by connecting the XSC1 oscilloscope to the chaos generators GS1 and GS2. Here, one can also see
a good agreement between the graphs of chaotic oscillations. When connecting any channel of the XSC1 oscilloscope to a
point in the diagram in Fig. 15, the temporal diagram of a mixed (or additive) chaotic signal transmitted to the receiver is
observed (Fig. 16(c)). The phase portraits of the transmitted and received periodic signal are shown in Fig. 16(d), which

indicates that the signal on the receiving side of the communication system is obtained without distortion.

4.2. The error dynamics in the parameters of certain circuit components

In this section, the question of whether or not the circuit can also keep synchronized by changing the parameters of a
certain circuit component is investigated. A resistor, capacitor, and analog multiplier are chosen to carry out the error analysis

for the proposed chaotic secure communication circuit.

(1) In these numerical experiments, the value of the resistor R», which corresponds to the change in the bifurcation parameter
(Rayleigh number) in the system of Eq. (2), is changed. The R value of the transmitting circuit and receiving circuit is R»
= 1.724 kQ. When the value of R, is chosen as R> = 1.69 kQ (Rayleigh number R = 59) and R, = 1.43 kQ (Rayleigh number
R =70) for the receiving part (GS2), the waveform and the phase diagram are shown in Fig. 17 and Fig. 18.
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(a) The transmitting and receiving waveform (b) The synchronous phase diagram

Fig. 17 The resistor R; of the receiving circuit with an approximate 2% error
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Fig. 18 The resistor R, of the receiving circuit with an approximate 17% error
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From the experimental results in Fig. 17 and Fig. 18, it can be seen that synchronization can be realized when the resistor
R> of the receiving circuit has an error of 2% and above, and there is almost no noise. Therefore, the variation in the R, value of

the receiving circuit has a negative impact on synchronization.

(2) The capacitor value C; of the transmitting circuit and receiving circuit is 100 nF. In these experiments, when the values of

C are chosen as 101 nF and 105 nF for the receiving part (GS2), the waveform and the phase diagram are shown in Fig. 19

and Fig. 20.
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Fig. 19 The capacitor C; of the receiving circuit with a 1% error

Time (s)

(a) The transmitting and receiving waveform

30 3
2
20 )
e 1
=10 5
o 50
& 00 2
£ @
S .10 3
£
2
20 5.
30 4
3m  39m 41m 43m 45m 47m 49m  5im = % B 3 z ; % P

Channel _A Voltage (V)

(b) The synchronous phase diagram

Fig. 20 The capacitor C; of the receiving circuit with a 5% error

From the experimental results in Fig. 19 and Fig. 20, it can be seen that the synchronization can be implemented when a

capacitor value of the receiving circuit has an error between 1% and 5%, but the noise is obvious. Therefore, the variation in the

C value of the receiving circuit has a positive impact on synchronization. The output gains of four analog multipliers for the

transmitting and receiving parts are 0.1 V/V. In the experiments, when multipliers of the receiving circuit are chosen as 0.105

V/V and 0.11 V/V, the waveform and the phase diagram are shown in Fig. 21 and Fig. 22.

Voltage (V)

-10
-20
-3.0
246m 248m 250m 252m 254m 256m 258m 260m

Time (s)
(a) The transmitting and receiving waveform

262m 264m

Channel_B Voltage (V)
Ld b 4 o0am aa

4 -3 -2 1 0 1 2 3

Channel_A Voltage (V)

(b) The synchronous phase diagram

Fig. 21 Analog multipliers of the receiving part with 0.5% error
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Fig. 22 Analog multipliers of the receiving part with 1% error
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It can be seen that the synchronization can be implemented when multipliers of the receiving part have a small error of
0.05%, but there is a small noise. When multipliers of the receiving part are chosen as 0.11 V/V, the waveform and the phase
diagram are shown in Fig. 22. From the experimental results, it can be observed that the synchronization can be still realized

when analog multipliers of the receiving part have an error of 1%, but the noise is obvious.

In addition, it is noted that for the new 6D generator, the choice of the analog multiplier is the most important. The
sensitivity of the chaotic circuit to the initial value also requires selecting appropriate circuit components in the practical
chaotic secure communication experiments. Thus, the simulation results confirm that the proposed electronic circuit of the new

chaos generator can implement the effective transmission and reception of the signals.

5. Conclusions

In this work, the dynamic analysis of the new 6D chaotic system from the article [24] is extended. Hence, the following

theoretical studies are conducted:

(1) The fundamental properties of the system such as Lyapunov exponents and Kaplan-Yorke dimension, as well as its phase

portraits, are described in detail.

(2) An adaptive controller for stabilizing the proposed system with unknown parameters and the chaos synchronization of two

identical chaotic systems is studied.

Then, using the theoretical outcomes mentioned above, the Matlab-Simulink and LabVIEW models are designed for the
numerical simulation of nonlinear dynamics equations. The proposed dynamics equations describe the nonuniformly rotating
convection of an electrically conductive fluid in a constant vertical magnetic field. Thus, an electronic circuit of a chaos

generator is designed for a 6D chaotic system. The performance of this electronic circuit is tested in the MultiSim environment.

Considering the time diagrams and phase portraits obtained using the Matlab-Simulink and LabVIEW simulation, the

following conclusions can be summarized:
(1) The oscillations arising in the chaotic system (Eq. (1)) have complex chaotic behavior.

(2) In the proposed 6D chaotic system, the Pecor-Carroll method is successfully applied for chaotic masking and signal

decoding.

(3) The designed electronic circuit based on the proposed 6D chaotic system can be efficiently applied to chaotic secure

communication since the transmitting signal is received without noise.

(4) The obtained electronic circuit of the chaos generator is efficient for chaotic secure communication because of its

synchronization properties.

In the future, the proposed electronic circuit of a chaotic generator can be used as the main part of modern systems to
receive and transmit information for masking and decrypting an information carrier. Experimental implementation of new

chaos generators will be useful in designing multichannel devices for the secure transmission of information.
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